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Abstract: Phishing causes many problemsin businessindustry.
The electronic commerce and eectronic banking such as mobile
banking involves a number of online transaction. In such online
transactions, we have to discriminate featuresrelated to legitimate
and phishing websites in order to ensure security of the online
transaction. In this study, we have collected data form phish tank
public data repository and proposed K-Nearest Neighbors (KNN)
based model for phishing attack detection. The proposed model
detects phishing attack through URL classification. The
performance of the proposed model istested empirically and result
isanalyzed. Experimental result on test set revealsthat the model
isefficient on phishing attack detection. Furthermore, theK value
that gives better accuracy is determined to achieve better
performance on phishing attack detection. Overall, the average
accuracy of the proposed model is 85.08%.

Keywords. Phishing attack, Machine learning, KNN Network
security, Phishing detection.

. INTRODUCTION

Phishing is atype of social engineering attack where the

attacker attempts to gain access to a system by collecting
sensitive information such as user name, password and credit
card details [1]. The attacker uses forged websites to collect
the sensitive information from online users such as mobile
bank customers. Once, the sensitive information is gathered
though forged websites, then the attacker gets access to a
system and such access causes financia loss to the legitimate
users.

Numerous methods and countermeasures have been
proposed to safeguard users from phishing attack [2]. One of
phishing attack detection approaches is content-based
anti-phishing. Content-based anti-phishing approach is visual
similarity employed to identify the contents of phishing
websites form legitimate website by analyzing the similarity
of contents. Another approach to phishing attack detection is
classification of URL into malicious and legitimate classes by
employing machine-learning algorithm and proposing model
that automatically detects malicious URL and takes an action
to stop access to such URLs.Although, different approaches
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have been proposed for detecting phishing attack, phishing
attack remained a major challenge to the business industry
involving online transaction. One of the major challenges of
phishing attack detection is that attackers are adapted to
different phishing attack detection approaches. Consequently,
an effective and efficient phishing detection approach is
important to tackle the problem of phishing attack. Hence, we
are motivated in designing and implementing an alternative
approach to detect phishing attack more efficiently with
machine learning. Overall, the contribution of this study isto
provide an effective model to phishing attack detection by
proposing machine-learning model that classifies URL into
phishing or legitimate classes automatically. Therefore, the
objectives of this study is to explore the answers to the
following questions:

= How to create a classification model by employing KNN
algorithm to detect phishing attack?

= What isthe accuracy of KNN algorithm on phishing attack
detection?

= What isthe value of K that gives optimal accuracy on
phishing attack detection?

Il. LITERATURE REVIEW

Numerous studies has been conducted on phishing attack
detection problem and a number of approaches have been
proposed although phishing attack detection still remains a
major challenge and much work is required to overcome the
challenges of phishing attack. This section presents a review
of recently published studies related to phishing attack
detection using automated predictive model for decision
support on identifying whether a given URL is suspicious or
legitimate.In [3], the authors proposed decision tree based
model for phishing attack detection. The authors employed
11,055 observation of suspicious or phishing and
nonsuspicious or legitimate websites with 30 features. The
performance of the proposed model is evaluated on test set
and result shows that decision tree algorithm is effective on
phishing attack detection, although the accuracy is promising,
thereisstill larger scope for improving the performance to get
better results.In another study [4], conducted on phishing
attack detection problem, random forest agorithm is
employed to phish tank dataset and model for phishing attack
detection is proposed to classify RUL into malicious or
phishing and legitimate classes. The performance of the
proposed is evaluated and the result shows that the proposed
model has acceptable accuracy on phishing attack detection.
In [5], convolutional neural network based intelligent
phishing attack detection model is
proposed.
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The proposed model is evaluated against performance on
phishing attack detection and the accuracy of the model is
acceptable.

In [6], deep learning framework is proposed for website
phishing attack detection. The proposed model is effective on
detecting phishing attack. The accuracy of the proposed
model is tested empirically and result shows that the model
has better accuracy. The model is helpful on automatic
identification of URL as phishing attack or legitimate.

In [7] support vector machine based phishing attack
detection model is proposed for automatic and intelligent
classification of URL into legitimate and malicious classes.
The proposed model has 60% accuracy on test set as shownin
experimental result analysis on the performance of the model
on phishing attack detection.

In[8], hybrid approach using an ensemble voting classifier
is used to implement an intelligent phishing attack detection.
In the implementation, the authors applied Naive Bayes and
Decision tree algorithm as base classifier and voting ensemble
classifier to achieve better accuracy on phishing attack
detection.

In[9], random forest algorithm is employed on phish tank
dataset and amodel for phishing attack detection is proposed.
The authors conducted experimental test on the model the
accuracy of the model against phishing identification is
analyzed. Experimental result shows better accuracy is
achieved on phishing attack detection using the proposed
method. A comparative study conducted on an ensemble
classification [10] namely, random forest and xboost model
for phishing attack detection shows that an ensemble model
performed well on phishing detection as compared to the
random forest model.

In [11], random forest is applied on phishing tank data
repository and an automated phishing attack detection model
is proposed. The performance of the proposed model is
eva uated against time complexity on test set and result shows
that the model is effective on detection of suspicious emails.

In another study [12], hybrid approach is proposed to
phishing attack detection problem. A machine-learning model
is proposed for automatic identification of phishing attack by
employing K-nearest neighbor (KNN) and Support vector
machine (SVM). In [13], random forest and K-nearest
neighbor (KNN) agorithm is employed for phishing attack
detection. Comparative result on the performance of the KNN
and random forest model showsthat random forest is better on
phishing attack detection as compared to KNN.
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In another study [14], Naive Bayes and logistic regression
algorithm is employed to implement a model for phishing
attack detection. The proposed model detects phishing attack
ased on the prior experience provided to learning algorithm
during training phase. The comparison on the performance of
logistic regression and Naive Bayes shows that logistic
regression performed better compared to Naive Bayes. In
[15], hybrid support vector machine and neural network based
phishing attack detection model is proposed to automatically
classify a URL into suspicious and legitimate classes. The
analysis of the performance of the model on identification of
phishing attack shows that hybrid approach is better than an
individual algorithm on detecting phishing attack.

1. METHODOLOGY

This study employed data collected from kaggle Website
phishing data repository. We have employed K-Nearest
Neighbor (KNN) with Python programming language to
implement the proposed model in Jupyter Notebook
environment. The data repository consists of 1,353
observations of malicious and legitimate classes and 10
features describing each observation in the dataset. The
dataset features are summarized in table 1.

Table- |: Phishing attack dataset feature description

Feature Decription
URL_Length Length of URLs.
popUpWidnow HTML source code contains pop-up

age of_domain Age of the domain name

having_IP_Address URL host name contains IP address

web_traffic Number of web pages visited by the visitors
Request_ URL Request URL
SSLfina_State The existence of HTTPS in URL
SFH An empty string or about: blank

URL_of_Anchor Tags and website domain name

The correlation matrix for the features shown intable 1 are
demonstrated in figure 1, which shows the relationship
between each features in the dataset. As shown in figure 1,
URL-lengthisstrongly related to the result feature or the class
variable. Thisis an indication of phishing attack. Thus, if the
URL length is larger in length, than the URL is more likely
phishing attack or illegitimate.
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Fig. 1.Correlation of phishing attack dataset features
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IV. EXPERIMENTAL RESULT AND DISCUSSIONS

In this section, experimental results of the study are
explained. We have evaluated the proposed model on test set
and the performance of the model is analyzed. To conduct the
experiment on the effectiveness of the proposed model,
accuracy metric is used as performance measure.

A. Accuracy of the proposed model

The accuracy of the proposed model is evaluated against
different values of K to find K value that gives better accuracy
on detecting phishing attack through URL classification.
Table 2 demonstrates accuracy of the proposed against
different values of K.

Table- 2: The effect of neighbor s on accuracy
Neighbors (1-10) Accuracy of the model in percentage

1 82.28%

83.02%

84.13%

84.50%

85.97%

85.97%

2

3

4

5 84.87%
6

7

8 87.08%
9

85.23%

10 87.82%

As illustrated in table 2, the accuracy of the model on
phishing attack detection has dightly increased with the
increase in K value with the highest accuracy at k=10. Thus,
the highest accuracy is achieved when k value is 10.
Furthermore, the accuracy of the proposed model varies with
different values of k isshown in figure 2. Asdemonstrated in
figure 2, training and test accuracy has decreased with higher
values of k. This showsthat determining better k valueisvita
to achieve possible highest accuracy with KNN model on
phishing detection.
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Fig. 2.The effect of neighbors on performance

Figure 2 shows how the accuracy of the proposed model
changes with different values of K. As shown in figure 2, the
test accuracy is highest when the values of K isbetween 3 and
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below 20. The optimal number of neighbors is 10, which is
used for training for achieving highest possible accuracy on
phishing attack detection.

B. Confusion matrix

A confusion matrix is used as performance measurement to
evaluate the proposed phishing attack detection model. We
have analyzed the performance of the model on test data
consisting of 106 observations and the confusion matrix of the
proposed model for phishing attack detection is shown in
figure 3.
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Fig. 3.Confusion matrix
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The confusion matrix of the proposed model shown in
figure 3 reveals that the model is efficient on phishing attack
detection. However, there are misclassified observations
among the 106 observations used in testing. In 106
observations of testing set containing suspicious or phishing
and legitimate observations, 7 observations are misclassified
Thus, the result shows that the performance of the proposed
model is promising.

V. CONCLUSION

In this study, K-Nearest Neighbor (KNN) based model is
proposed for phishing attack detection through classification
URL into malicious or phishing and legitimate class. We have
analyzed the performance of the proposed model using 106
observations for testing the model on phishing detection.
Experimental result using accuracy metrics as performance
measure shows that proposed model is effective on detecting
phishing attack. Overall, the accuracy of the proposed model
i$85.08%. In conclusion, we found that the proposed model is
useful for combating the escalating cases of phishing attack in
the business industry

As a future work, we recommend the researchers to
conduct a study on phishing attack detection suing different
machine learning algorithms such as support vector machine,
decision tree and random forest. Furthermore, more dataset is
required to design and implement an effective and robust
model to overcome the problem of phishing attack in the
business industry.
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